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1
Decision/action requested

It is requested to discuss the key derivation in handover key chaining model (access stratum) for 5G with reference to that in the LTE system.
2
Rationale
The handover key chaining model (access stratum) for 5G is an open topic. In general, the corresponding model in LTE (as specified in Clause 7.2.8.1.1 in 3GPP TS 33.401) serves as a perfect baseline. Nevertheless, the following two aspects are worth discussing:
(1) Key chaining model (not in the scope of this discussion paper, rather discussed in S3-172321)
(2) Key derivation parameters (in the scope of this discussion paper)

2.1
Key derivation parameters in the handover key chaining model (access stratum) in LTE 
In the handover key chaining model (access stratum) in LTE, there are following keys:

· KASME, which is a root NAS key
· KeNB, which is a root AS key
· NH and KeNB*, which are intermediary AS keys
Key derivation parameters can be summarized as follows:

	LTE Keys
	LTE Key derivation parameters

	KASME
	NAS key. Therefore, not in the scope of this contribution.

	KeNB
	Derived from the KASME where key derivation parameter is a NAS uplink COUNT for initial KeNB derivation. Subsequently, KeNB*s become the KeNBs.

	NH
	Derived from the KASME where key derivation parameter is a newly derived KeNB for initial NH derivation and previous NH for subsequent derivations.

	KeNB*
	Derived from the KeNB for horizontal key derivation and from the NH for vertical key derivation where key derivation parameters are the PCI and the EARFCN-DL of the target cell.


2.2
Proposal for AS keys derivation parameters in 5G
It is only logical and benefitial to adopt the LTE mechanism in 5G. The security propoerties are still valid. And old imeplementations could be re-used which will speep up the developments and reduce financial cost.
	5G Key
	5G Key derivation parameters

	KAMF
	NAS key. Therefore, not in the scope of this contribution.

	KgNB
	Derived from the KAMF where key derivation parameter is a NAS uplink COUNT for initial KgNB derivation. Subsequently, KgNB*s become the KeNBs.

· Same as in LTE. Using the NAS uplink COUNT as input to derive the initial KgNB from KAMF provides freshness and prevents derviation of same initial KgNB from the same KAMF. 

	NH
	Derived from the KAMF where key derivation parameter is a newly derived KgNB for initial NH derivation and previous NH for subsequent derivations.

· Same as in LTE. Using the newly derived KgNB for initial NH prevents derivation of same NH chain from the same KAMF.

	KgNB*
	Derived from the KgNB for horizontal key derivation and from the NH for vertical key derivation where key derivation parameters are the NR-PCI and the NR-ARFCN-DL of the target cell.

· Same as in LTE. Using PCI and ARFCN prevents derivation of same KgNB* at multiple target gNBs. 


3
Detailed proposal
It is proposed to re-use LTE mechanism for AS keys derivation and to approve the companion pCR S3-172324, which implements the proposal.
